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A focused discussion on cloud platforms



• Introduction
• Facts
• Cloud Overview
• Deployment 
• IoT
• Automation
• Key Takeaways
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• Managed Service Provider
• Cloud Service Interconnect
• Cloud / Hybrid WAN Consulting
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• Not everyone needs the cloud
• I’m not here to convince you that you do
• You don’t have to convince me that you don’t
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Cloud Services
Dropbox

Google Drive
Exchange Online/ 

Office 365
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Private Cloud
Openstack
Rackspace

Public Cloud
Amazon AWS

Microsoft Azure
Rackspace



On average 
cloud users 

leverage 
services from 6 
different cloud 

providers
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Users
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2014 2015
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Automation Usage
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• Cloud reliability has improved
(Major vendors downtime for 2015 combined from all services)
• AWS 2 hours and 30 minutes
• Azure 10 hours and 49 minutes
• Google 11 hours and 34 minutes
• IBM 17 hours
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• Security concerns are real

• Reachability and reliability to resources is only as 
good as your Internet connection

• Lack of expertise has emerged as the #1 Challenge



Security concerns are real
• Infrastructure Security

• Network Firewalls
• Web Application Firewalls
• Secure Private Connections from On-Premise Environment
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Security concerns are real
• DDoS Mitigation
• Data Encryption
• Dedicated hardware-based 

crypto key storage
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Security concerns are real
• Monitoring and Logging
• Identity and Access Control
• Penetration Testing
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“To date, there have been very few security breaches 
in the public cloud — most breaches continue to 
involve on-premises data center environments.”

~ David Mitchell Smith, Gartner Analyst
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Reachability and reliability to cloud is only as good as your 
Internet connection
• Redundant Internet connection from different providers is 

now considered mission critical
• Implementing DDoS Mitigation
• Distribution of workloads over multiple cloud vendors
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Lack of expertise
• Internal training
• Self Study
• MSP Partners
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• What are you trying to accomplish?

• How tightly do you want the cloud integrated 
with your existing environment?

• Are you using cloud for internal operations, or offering 
services to your customers, or both?



• Speed to Implementation
• End to End Security
• Lower Cost
• Ability to Scale
• Global Visibility
• Failure Isolation  

with Microservices
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Fun facts for the network nerds

• GE owns the largest privately owned network in the world.

• Their core BGP ASN is 80

• They have exhausted an entire Class A Public IP block

• In their 140 year history, GE had never completed a global 
network overhaul.
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• Build a global Hybrid WAN Interconnect

• Shut down 30 datacenters and replace with 8 regional cloud 
hubs

• Move over 9,000 workloads to public cloud (AWS, Azure)

• Ultimately run 100% of application resources in public or 
private cloud space

• GE would then sell IC and Cloud services to its business units
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GE had to become the largest managed service provider 
in the world offering services to over 500,000 end users daily
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Data Storage
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Automation
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CLI & Identity Management
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Lifecycle Management
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Auto-Scaling
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Provisioning



Realistic Expectations
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Navigating the Roadblocks
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Lessons Learned
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Practically everyone can benefit from 
the cloud when it comes to DR
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Did you know that in AWS you only 
have to pay for an instance when it’s 

turned on and running?
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What if you follow GE, Pearson,

AT&T, and Verizon’s  model

and become a managed service

provider for your customers?
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Why does this matter?
So what’s the problem?

• Security concerns are real

• Reachability and reliability to 
cloud is only as good as your Internet connection

• Lack of expertise has emerged as the #1 challenge
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